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This handout is a printout of an actual Zenmap report. It is used with the course project.
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Zenmap: Nmap Output Tab
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+ Zenmap [=[=] % |
Scan  Tools  Prefile Help
Target: | scanme.nmap.org IZI Profile: | Intense scan IZI Cancel

Command:

nmap -T4 -A -v -PE -P522 25 80 -PA21,23,80,3389 scanme.nmap.org

[ Hosts ” Services

0S 4 Host
)]

stanme.nmap.org

4| n | 3

Filter Hosts

Mmap Output ‘ Ports / Hosts | Topologyl Host Detailsl Scans|

nmap -T4 -4 -v -PE -P522,25 80 -PA21 23 80,3389 scanme.nmap.org IZI Details
-~

Starting Nmap 5.21 { http://nmap.crg ) at 2010-06-25 13:31 Central

Daylight Time

NSE: Loaded 3& scripts for scanning.

Initiating Ping Scan at 13:31

m

Scanning scanme.nmap.crg (64.13.134.52) [& ports]

Completed Ping Scan at 13:31, 0.813 elapsed {1 total hosts)
Initiating Parallel DN3 resclution of 1 host. at 13:31
Completed Parallel LDNS rescluticon of 1 host. at 13:31, 0.9&s
elapsed

Initiating SYN Stealth Scan at 13:31

Scanning scanme.nmap.crg (64.13.134.52) [1000 ports]

Discovered open port 53/tcp on 64.13.134.52

Discovered open port 80/tcp on 64.13.134.52

Discovered open port 22/tcp on 64.13.134.52

S5¥N Stealth Scan Timing: Abcout €.17% done; ETC: 13:39 (0:07:52
remaining)

S¥N Stealth Scan Timing: About 20.50% done; ETC: 13:36 (0:03:57

-

The Nmap Output tab displays Nmap terminal output, which includes open and closed ports.



Zenmap Ports / Hosts Tab
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<& Zenmap
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Scan  Tools  Profile Help

Target: | scanme.nmap.org

|Z| Profile: ‘Intensescan |Z| [Scan] |Can|:r:I|

Command: ‘ nmap -T4 -A -v -PE -P522 25 80 -PA2 23,80,3389 scanme.nmap.org |

‘ Haosts ” Services I | Mmap Dutpui| Ports / Hosts |Topalog_n,|| Host Detailsl Scans|
05 4 Host 4 Port 4 Protocol 4 State 4 Service 4 Version 1 I
Ay scanme.nmap.org e 2 tep open  ssh Open5SH 4.3 (protocel 2.0)
@ 53 tcp open  domain
@ 7 tep closed gopher
@ a0 tep open  http Apache httpd 2.2.3 ({Cent05])
® 113 top closed auth
@ 31337 tcp closed Elite

The Ports/Hosts tab displays either interesting ports on the selected host as shown or all the hosts

which have a specific port open or filtered.



Zenmap Topology Tab
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<& Zenmap

Scan  Tools Profile Help
Target: |scanme.nmap.org |Z| Profile: ‘Intensescan |Z| [Scan] |Car1u:e||

Command: ‘ nmap -T4 -4 -v -PE -P522, 25,80 -PA21,23,80,3389 scanme.nmap.org |

|_Hosts | Services | | Nmap Output| Ports / Hosts Topology  Host Details| Scans |

0S 4 Host | Hosts Viewer | Fisheye | Controls|

A scanmenmap.org o/:ﬁm.mu-ammngmm

92-191-1008-3 Iignispead 3us: sboglanal net

home

localngst

i

[ Filter Hosts ]

The Topology tab displays connections between hosts in a network; each ring represents a network

hop from the center node.



Zenmap Host Details Tab

<# Zenmap E@g
Scan Tools Profile Help

Target: | scanmenmap.org E Profile | Intense scan E Cancel

Command: | nmap -T4 -A -v -PE -P522,25 80 -PA21, 23 80,3389 scanme.nmap.org

[ Hosts || Senices | |NmapOutput| Ports / Hosts | Topology| Host Detsils | Scans|
05 4 Host [Eliscanme.nmap.org (64.13.134.52)§ e
A scanmenmap.org Comments
=l Host Status

State: up
Open ports: 3 @
Filtered ports: 994

Closed ports: 3

Scanned ports: 1000
Up time: 61778 ‘m

Last boot: Thu Jun 24 20:25:15 2010

m

= Addresses
IPvd: 641313452

IPvG: Mot available
MAC: Mot available

= Hostnames

Mame - Type: scanme.nmap.org - user

MName - Type: scanme.nmap.org - PTR

= Operating System
MName: Linux 2615 - 2.6.26

Accury: | L

Ports used -

4 T 3

[ Filter Hosts |

The Host Details tab displays details about the selected host, such as humbers of open and closed

posts, Internet protocol (IP) address.



